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(57) Abstract 

Methods are described whereby 
multiple users can swap a controller 
(10) of consumer devices between 
themselves frequently, whilst each 
retains the ability to reinstate their 
own customized controller interface 
through a quick and simple yet 
secure log-on procedure. Stored data 
accessible to the controller (10) is used 
to automatically upon log-on return 
a user to a system state associated 
with that user, which is typically the 
system state of the controller (10) that 
existed the last time the user logged 
on thereto. The log-on procedure 
may include fingerprint and/or voice 
recognition. Additionally, time-out 
algorithms wherein the controller 
(10) automatically shuts down and/or 
logs-off the current user as a security 
measure to prevent unauthorized users 
from gaining access thereto, may 
take into account factors other than 
merely the amount of time that has 
passed during which there has been 
no activity. 
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WO 00/58934 PCT/USOO/08131 
METHOD OF CONTROLLING MULTI-USER ACCESS TO THE 
FUNCTIONALITY OF CONSUMER DEVICES 



15 TECHNICAL FIELD 

The present invention relates generally to multi-user access to consumer devices 
through use of a controller. More particularly, the present invention relates to methods of 
using a controller such that a first user may reinstate a prior system state of the controller 
associated with that user's prior use thereof, by a relatively simple, quick, and secure log- 
20 on procedure. 

DEFINITIONS 

As used in this application, the terms "user", "viewer", and "consumer" are used 
interchangeably depending on the context, to refer to a person using the methods and 
devices described herein. A user may be a "logical user". A "logical user" may be a single 
25 user, or a group of users having shared or aggregated program preferences. For example, 
"kids" may be a logical user, for which program preferences are determined by a parent. 
Or "critics' choice" may be a logical user, for which program preferences are determined 
by a group of program critics. Or "default" may be a logical user, for which program 
preferences are determined by a predetermined, programmed, or random algorithm. 
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Also as used in the application, to "log-on" refers to a procedure by which a user 
identifies himself to a system or device for the purpose of gaining control thereof, and 
"log-off refers to a procedure by which a user's control of a system or device is 
relinquished, typically in favor of another user. 

5 BACKGROUND ART 

More and more increasingly, controllers of electronics are becoming available that 
may be programmed such that their interfaces are adapted to suit various individual 
preferences, thus allowing multiple users to take advantage of the controller's 
programmable interfaces by customizing the interfaces for their own particular desires. 
1 0 Additionally, these controllers may allow for parental control over children's access to 
specified functions associated with the controller. The above-referenced '873, '841, and 
'940 applications describe some such controllers, including hand-held remote controllers 
with graphical displays, for controlling consumer devices. 

To log-on to these multi-user devices, a user typically enters a password. This type 
1 5 of access or log-on has a major drawback in that the password may be easily forgotten. 
Additionally, access via passwords may be difficult for small children. Other existing 
identification or log-on technologies, such as fingerprint, voiceprint, or other bio-metric 
technologies, could overcome these drawbacks, yet they have not heretofore been 
incorporated into remote controllers for consumers devices such as those described in the 
20 above-referenced '873, '841, and '940 applications. 

However, even if a user logs on successfully, whether by password, bio-metric 
identification, or otherwise, the user is typically presented with a display (either on the 
device, or on an associated device such as a television screen, computer monitor, etc.) 
representing a common starting point for every user who logs on. This is inefficient for 

25 situations in which it is common for the controller to be transferred from one user to 

another frequently in a short time period. For example, in the context of a controller and 
browser device to be used by multiple family members, there may at times be frequent 
changes of users. It would be frustrating for each new user to have to "start from scratch" 
each time, and navigate from a universal initial system state (or screen, or page, etc.) to 

30 the system state of interest. 

2 



BNSDOCID: <WO 0058934A 1 I > 



WO 00/58934 PCT/US00/08131 

For example, if a first user mostly uses the controller for controlling a CD library 
changer, and a second user mostly uses it for television viewing, then it will often be the 
case that the first thing the users would want to do is look at CD alternatives or EPG data 
respectively. With the traditional approach to user identification, when the second user 
5 wants to use the controller after the first user, and the second user wants his or her own 
preferences in the user interface, he or she would have to start from the initial screen or 
system state, and navigate to an EPG screen. And this would be permitted to occur only 
after the first user was properly logged off of the controller. Similarly, the first user 
would have to navigate from the initial screen to a CDs screen, after gaining control of 
10 the controller from the second user, and only after the second user was logged off 

Systems are known wherein the system may be "locked", either manually or 
automatically, after some time delay, but only the same user can "log in" to the system 
again, back to the last system state the machine was in. This is the case, for example, with 
personal computer operating systems such as Windows95, where a screen saver may 

15 require a password for a user to log back on to the system. Systems are also known 
wherein a "super-user" is defined who can log-in to the system in its current state at 
anytime. But if the "super-user" customizes the environment for his or her own 
preferences, those preferences will remain in effect for the original user when the original 
user logs back into the system. That is, the system will no longer be in the state in which 

20 that original user left it, unless the super-user manually restores the original user's last state 
prior to returning control to the original user. An example of this type of system is a Unix 
computer workstation. 

Another problem associated with current multi-user devices is that time-out 
algorithms are typically driven solely by a predetermined or programmed time delay. 

25 That is, after a certain amount of time of non-activity has passed, the system or device 
will automatically log-off as a security feature to prevent another user from gaining 
unauthorized access thereto. This may not be desirable in situations in which it is 
common for the controller to be in use, yet idle, for extended periods of time. For 
example, in the context of a controller and browser device to be used by multiple family 

30 members, a user may listen to hours of music at a time, or watch a several hour long 
movie, and would want to retain control of the device despite having not activated any 
features thereon since starting the music or movie. 
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To overcome the above-referenced drawbacks in the prior art, it would be desirable 
to provide a controller in which each user can log-on in a quick and simple yet secure 
manner, and/or which enables each user to be presented with the controller in a system 
state the same as or similar to the system state the controller was in the last time the user 
5 had control thereof, and/or which provides for time-out algorithms more sophisticated than 
simple time-triggered algorithms. 

DISCLOSURE OF INVENTION 

The present invention incorporates bio-metric identification technologies, such as 
fingerprint identification and/or voiceprint identification, into the field of controllers for 
1 0 consumer devices. The present invention also enables each user of a multi-user controller 
to be presented upon log-on to the controller a system state the same as or similar to the 
system state the controller was in the last time the user had control thereof. The present 
invention also incorporates into the controller operation more sophisticated time-out 
algorithms than simple time-triggered time-out algorithms. 

1 5 The bio-metric technologies used for identification may be easily incorporated into 

existing hardware and/or software applications involving controllers for consumer devices. 
The controller either stores or has access to data representing the bio-metric identities of 
each user, and is able to compare this data with bio-metric input streams of users 
attempting to log-on, to determine the identification of the user. Either fingerprint 

20 identification, or voiceprint identification, or both, may be used. Such technologies are 
relatively secure, and are simple enough for most people, including small children, to 
operate. In addition, they provide a relatively quick procedure for logging on to the 
controller. 

To present a user upon log-on to the controller, a system state the same as or 
25 similar to the system state the controller was in the last time the user had control thereof, 
the controller stores or has access to data representing each user's previous use state or 
states, as well as user profile data representing each user's preferences. Such a feature 
would save time by preventing a first user, upon log-on after temporary use by a second 
user, from having to re-navigate to a system state that the first user may have been at only 
30 minutes earlier. Each user may have more than one user profile, in which case once 
logged-on, the user could transfer from one profile to another as often as desired. 
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Algorithms for determining if and when to time-out (e.g., automatically shut down, 
or automatically log-off a current user), may include factors such as the time of day or 
night the user logged-in, the present time of day or night, the type of entertainment or other 
consumer device being controlled, the identification of the user along with that user's 
5 profile(s) and/or previous use patterns, and other factors. Such algorithms may be desired 
as opposed to simple time-triggered algorithms, because the more sophisticated algorithms 
are more personalized to each user and to the actual purpose for which the controller is 
being used. 

Combining all of the above features into a multi-user controller of consumer 
1 0 devices results in a controller system that adapts to different users very quickly and easily. 

Thus, a first aspect of the present invention involves accessing the functionality of 
consumer devices using a controller having a bio-metric user-identification input 
component by supplying bio-metric input into the input component. The input component 
may be a fingerprint input pad and/or a microphone, for example. 

1 5 Another aspect of the present invention involves controlling multi-user access to 

functionality of consumer devices using a controller having a bio-metric user-identification 
input component by supplying bio-metric input of a first user into the input component; 
providing access to the functionality of consumer devices by use of the controller, said 
access being dependent upon the bio-metric input of the first user; supplying bio-metric 

20 input of a second user into the input component, said bio-metric input of the second user 
being supplied after said bio-metric input of the first user is supplied; and providing access 
to the functionality of consumer devices by use of the controller, said access being 
dependent upon the bio-metric input of the second user. 

Another aspect of the present invention involves a controller for controlling access 
25 to consumer devices comprising a bio-metric input component, a graphical display, 
hardware capable of sending infrared (IR) commands, a memory, and a plurality of 
physical actuating buttons. 

Another aspect of the present invention involves a method of controlling multi-user 
access to functionality of consumer devices by providing a first user access to a first set of 
30 functionality of consumer devices by use of a controller, said access being dependent upon 
an identity of the first user determined by the controller based upon input to the controller 

5 
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from the first user, said controller being in a first state associated with said identity; and 
said controller switching to a second state after being in the first state, said switch to the 
second state occurring at a time dependent upon at least the identity of the first user. 

Other objects and advantages of the present invention will be apparent from the 
5 detailed description which follows, when read in conjunction with the associated drawings. 

BRIEF DESCRIPTION OF THE DRAWINGS 

FIG. 1 shows a hand-held controller for consumer devices, as an example of a device 
embodying the concepts of the present invention. 

MODES FOR CARRYING OUT THE INVENTION 

1 0 The present invention incorporates bio-metric identification technologies, such as 

fingerprint identification and/or voiceprint identification, into the field of controllers for 
consumer devices. The present invention also enables each user of a multi-user controller 
to be presented upon log-on to the controller a system state the same as or similar to the 
system state the controller was in the last time the user had control thereof. The present 

1 5 invention also incorporates into the controller operation more sophisticated time-out 

algorithms than simple time-triggered time-out algorithms, these concepts form the basis 
for quick, simple, and secure methods for multiple users to use a controller, such as a hand- 
held remote control with a visual display, to control consumer devices such as televisions, 
CD players, stereos, tape players, computers, etc. 

20 A controller 1 0 embodying the concepts of the present invention is shown in FIG. 

1. This controller is a hand-held remote control with a visual display area 20. The internal 
electronics of the controller 10 are known in the art, but nonetheless various schematic 
diagrams for various uses are shown in detail in the '873, '841, and '940 applications. 
Though the microphone 25 and fingerprint touch pad 30 are not shown in those diagrams, 

25 the required hardware therefor is well known in the art and could be easily integrated into 
the hardware described in those diagrams. 

The display area 20 on the controller 10 allows data to be presented to the user. 
The data may be graphical, text, motion picture, HTML, etc. Various physical actuating 
buttons, such as sliders 35, push buttons 40, and toggles 45, are on the controller 10 and 
30 may be used for various applications as needed. Other buttons such as dials, knobs, pull 

6 
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buttons, a mouse, etc., may exist as well, but are not shown. Buttons may be associated 
with predefined functions, or they may be programmable. The various types of buttons 
and their associated uses in cooperation with the display screen 20 are described in greater 
detail in the '873, '841, and '940 applications. 

5 Turning to the use of bio-metric identification methods, it is to be understood that 

the present invention may incorporate existing, and/or future bio-metric technologies into 
the field of controllers of consumer devices, simply by attaching to or integrating with the 
controller 10, an input component capable of analyzing the bio-metric input data. The 
examples described herein simply incorporate existing technologies. Standard off-the- 

1 0 shelf hardware and/or software for fingerprint or speaker recognition technology is 

incorporated into the controller 10. This would require adding an extra fingerprint input 
pad 30 and/or microphone 25 to the hardware described in the '873, '841 , and fc 940 
applications, but these modifications are straightforward to a person skilled in the art of 
electronics, and the hardware (including the microprocessor) described in the '873, '841, 

15 and '940 applications is more than adequate for the computational needs of the user 
identification technologies. 

Using the fingerprint identification technology, a new user may log-on to the 
system simply by touching the fingerprint identification pad 30. The fingerprint pad 30 
may also be a light sensor or other scanning device, as opposed to an actual touch pad 30, 
20 and use of the word "pad" herein is intended to encompass these other fingerprint 

identification technologies as well. A graphic or etching 50 representing a fingerprint may 
be present on the pad 30 to assist the user in properly orienting his or her finger for 
identification. Fingerprint recognition may be accomplished by relatively inexpensive 
hardware, costing approximately $50.00. In addition, some existing artificial retina 
25 technologies which, combined with software algorithms for fingerprint recognition, may 
lead to an especially preferred and relatively inexpensive implementation of the user 
identification process. See, e.g., U.S. Patent Nos. 5,220,642, 5,581,094, and 5,694,495, all 
of which are incorporated herein by reference. 

For speaker recognition, the preferable method envisioned herein does not include 

what is known in the art as "speech recognition" or "natural language processing", because 

there is likely to be relatively loud environmental noise (e.g., from current TV program or 

CD audio content), which would make the speech recognition task even more challenging 

7 
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than it is already. Moreover the system's continual monitoring of audio inputs to determine 
whether a command had been uttered would be draining on both power and computational 
resources. Thus, for speaker recognition it is preferable to require an additional indication 
to the system that a new user wishes to log-on. This could be accomplished, for example, 
by holding down one of the buttons 40 and simultaneously pressing a predetermined button 
such as an on/off button, or by pressing a single button 40 multiple times rapidly in 
succession. The system could then prepare for the voice input data by initiating an audio 
input sequence, and the user would speak their identifying phrase to be logged-on. The 
system could return to its previous control state after processing the voice data, or after a 
certain amount of time has passed without receiving any such data. Preparing the system 
for voice input data in this manner would greatly simplify the problem of filtering out 
background noise. The occasional identification of a user as one of a relatively small 
number of known users, on the basis of their unique voice characteristics, is a much less 
resource-intensive process than the process of constantly monitoring all environmental 
sounds and attempting to match the sounds to the voice profiles of known users. 

Speaker recognition has been used in other applications, such as phone banking, 
and such subsystems can be easily integrated into existing computer systems such as the 
controllers described in the' 873, '841, and '940 applications. Such technology is available, 
e.g., from Nuance Communications (Menlo Park, California; www.nuance.com) and 
Key ware Technologies (Keyware Technologies, Inc. of Woburn Massachusetts, and 
Keyware Technologies NV of Zaventem, Belgium; www.keywareusa.com). 

Other bio-metric technologies may be used as well, such as retina scanning devices, 
facial recognition technologies, etc. Additionally, any other means of uniquely identifying 
a user, which does not require any memory or sophisticated tasks to be performed by the 
user, may be used. For example, recognition of pen-based input such as a signature or 
user's unique handwriting may be used. 

Some bio-metric identification technologies often have the drawback that they are 
unable to ascertain to a reasonable or acceptable degree of certainty, that an input stream 
corresponds to a known identity. But this type of problem is usually due to the massive 
amounts of data known to the controller. In the typical situations described herein, 
however, since the number of users for a controller of consumer devices will be relatively 
low, on the order of less than a dozen, the problem of matching an input stream to its 

8 
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associated data known to the controller is mitigated substantially. Thus these technologies 
are exceptionally suited for incorporation into the field of remote controls for consumer 
devices. 

The bio-metric identification concepts described herein may apply to controllers 
5 used as described in the '873, '841, and '940 applications. For example, a significant 

benefit of these concepts for controllers such as those described in the '873 application is 
the ease with which users, especially children, can identify themselves and have their 
interface preferences adopted by the controller 10. They can easily "pick up where they left 
off 5 in their use of the controller 10. For controllers used as described in the '841 
10 application, the additional level of security afforded by fingerprint or voice recognition 
technologies is another added benefit when using the controller for accessing the Internet, 
such as when conducting e-commerce transactions. 

Another concept that may be incorporated into the field of controller technology is 
the ability to present a user upon log-on to the controller 10, a system state the same as or 
15 similar to the system state the controller 1 0 was in the last time the user had control 

thereof. To accomplish this, the controller 10 stores or has access to data representing each 
user's previous use state or states, as well as user profile data representing each user's 
preferences. The previous use states may comprise data including which screen was last 
being viewed, what time of day or night the user logged-on or logged-off, the content data 
20 that was displayed to the user, selections made by the user, navigation history of the user 
from the user's last use, etc. It is well within the skill of electronics and programming arts 
to store and retrieve this type of data, and to reinstate the controller 1 0 to a state based 
upon the data retrieved. As for user profiles, the '873, '841, and '940 applications discuss 
means for recording each user's interactions with the controller 10, and discussed how to 
25 use this recorded data for the purposes of parental review of children's viewing, etc. These 
features may be used either alone, or in combination with the additional user identification 
methods described herein. 

Various algorithms may be used to determine what system state to present to a user 

upon log-in. The simplest is to merely set the system state to the exact state that the 

controller 10 was in when the user last used the controller 1 0, or if the user is a first-time 

user, then to present an initial system state such as a welcome screen. However, it may not 

always be desirable to present the exact previous state. For example, assume that at 7.45 

9 
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p.m. Tuesday a user is checking an EPG grid for TV programs starting in the time period 
7:30pm -> 9:pm, and the user then logs-out (by switching off the controller 10, executing a 
log-off procedure, having another user log-in, timing out, etc.). If the user logs-in for the 
next time on the following day, Wednesday, at 6:45pm, the system might return to a screen 
5 of the current programs, 6:30pm-8pm Wednesday. 

Conversely, if on Tuesday the user had last been looking at the TV schedules for a 
future time, such as Wednesday 8:30pm->10pm, then when the user logged-in Wednesday 
at 6:45pm, it would be reasonable for the system to return the user to the Wednesday 
8:30pm -> 10pm EPG grid. In the same scenario, if the user did not log in again between 
10 Tuesday and Thursday, the system should not redisplay Wednesday's grid on Thursday, 
but instead would display Thursday's grid. These are just some examples of algorithms 
that may be incorporated into the controller's decision-making process of which system 
state to present to a user upon re-logging-in. 

Typical behaviors of users may also play a role in determining which screen is 
15 shown first. For example, if a particular user makes 80% of all their interactions with a CD 
listings screen, the controller 10 could determine this to be the "typical" use, and whenever 
that user logs in, they could be immediately taken to this screen. 

A sample multi-user scenario incorporating the concept of returning a user to a 
previous system state upon log-in, is as follows. Two family members are deciding 

20 whether there is anything on TV that they wish to watch together. The first user (USER-1 ) 
has preferences for movies, and likes uncluttered screen displays with large fonts, whereas 
the second user (USER-2) generally prefers sports programs, and likes lots of information 
on the screen simultaneously, with small fonts. USER-1 looks at the EPG guide in her 
preferred format and locates several items that may be of interest to her. She passes the 

25 remote to USER-2, who looks at the display as USER-1 had left it, and decides that he 
would like to consider some other alternatives before making a choice. He presses his 
index finger to the fingerprint pad 30, and the display switches to a view of the current 
EPG data that has smaller fonts, and many more sports program listings. 

In cases where two or more users frequently use the controller essentially 
30 "simultaneously" as in the scenario just described, it may be easier for them to define a 

"group user", such as "USER 1 +USER2". The profile may contain preferences for medium 

10 
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fonts, and moderate amounts of both movies and sports in the initial EPG overview grid, 
etc. Any individual user who is a member of a "group user identity" would be able to make 
a straightforward change to the user interface preferences of that group identity at any 
time. This may occur by another simple combination of simultaneous physical button 
5 presses, or other input means such as touch screen interaction, etc., or by the user who is 
currently identified to the controller simply re-identifying himself. It is preferable that for 
each system state associated with a group-user identity, that there is also data associated 
therewith to tie the system state to the individual user that is the member of the group and 
who is associated with the system state. This would allow a user (USER-1, e.g.) to transfer 
10 between his individual identity system state and the group identity system state 

(USER 1 -HJ SER2 ) easily. It would also allow the controller 10 to prevent USER-1 from 
transferring from the USER1+USER2 group identity to the USER-2 individual identity. 

Another feature that may be incorporated into the field of controller technology is 
the use of time-out algorithms which incorporate factors other than merely the passage of a 

15 certain amount of time. Typical computer applications offer the simple option of 

specifying a number of minutes for a time-out, after which the system "locks" and the user 
has to re-type a password to regain access. However, for the multimedia consumer device 
controller application, it will be quite normal for a user to interact briefly (e.g. to start a 
movie), and then have little or no interaction for two hours. More sophisticated time-based 

20 time-out algorithms are appropriate. For example, the time-out algorithm may incorporate 
factors such as the identity or class of the user, the time of day or night the category of use 
(e.g., listening to CDs, watching TV, etc.), the category or subject matter of activity within 
a particular category of use (e.g., movies within TV). When the controller 10 times-out, it 
is no longer under the control of the previous user. The controller instead may enter into a 

25 default state, power-down, or switch to a state representing another user's preferences 
and/or privileges. 

The default state may be desirable, e.g., for guests and other users not known to the 
controller, to allow them access to basic functionality of the devices being controlled, 
without sacrificing any desired parental control, security, etc. For example, a default state 
30 may prevent access to pay-per-view programming, certain channels, etc., and may prevent 
use functions associated with conducting e-commerce using pre-authorized credit 
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information, etc. The particular default state criteria may be predetermined or 
programmable by the primary user, such as a parent. 

As a specific example, if a parent is watching TV in the evening, their user id may 
remain "logged in" until lam with little or no interaction, but after that time the system 
5 logs out, and automatically changes user preferences for the 6-year old child, who then 
does not need to do anything to "log in" and see the children's TV selections at 5:30am. 
Alternatively, it may be desirable for there to be no time-out process at all for certain users, 
and instead require a manual log-off. Or there could be a lock feature instead of or in 
addition to a time-out feature. A lock feature could simply lock the physical buttons and/or 
1 0 display (perhaps invoking a "screen saver", a banner ad program, etc.) and require re- 
identification of the pre-lock user in order to unlock the display. Another example of a 
more sophisticated time-out algorithm is that a time-out may occur after a predetermined 
period has passed during nighttime hours, but not daytime hours. 

Systems and methods have thus been described wherein each user may log-on to a 
1 5 multi-user controller of consumer devices in a quick and simple yet secure manner, and/or 
which enable each user to be presented with the controller in a system state the same as or 
similar to the system state the controller was in the last time the user had control thereof, 
and/or which provide for time-out algorithms of the controller that are more sophisticated 
than simple time-triggered algorithms. 

20 While certain embodiments are illustrated in the drawings and are described herein, it 

will be apparent to those skilled in the art that modifications can be made to the 
embodiments without departing from the inventive concepts described. For example, the 
microphone25 and/or fingerprint input pad 30 may appear on the front, back, or side of the 
controller 10, or may be external devices connected to the controller via an input jack or 

25 port (not shown) on the controller. Similarly, the database of known users may be stored 
within the controller 10 itself, or may be stored externally on a separate storage device. In 
the latter situation, as an added security measure the database may be stored on a device, 
such as a mini-CD or mini-disk, such that access to the controller 10 requires insertion of 
the CD or disk into an appropriate reader (either incorporated into, or external to, the 

30 controller 10). Accordingly, the invention is not to be restricted except by the claims 
which follow. 
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What is claimed is: 

1 . A method to access functionality of consumer devices comprising the steps: 

providing a controller having a bio-metric user-identification input component; 

supplying bio-metric input into the input component; 

5 providing access to the functionality of consumer devices by use of the controller, 

said access being dependent upon the bio-metric input. 

2. The method as in claim 1, wherein the bio-metric user-identification input 
component is a fingerprint pad. 

3. The method as in claim 2, wherein the controller is a hand-held controller. 

10 4. The method as in claim 3, wherein the controller comprises a display area, 

and further comprising the step of displaying on the display area data representing 
available functions to be executed. 

5. The method as in claim 1, wherein the bio-metric user-identification input 
component is a microphone. 

15 6. The method as in claim 5, wherein the controller is a hand-held controller: 

7. The method as in claim 6, wherein the controller comprises a display area, 
and further comprising the step of displaying on the display area data representing 
available functions to be executed. 

8. The method as in claim 1 , wherein one of the consumer devices is a 
20 television. 



9. A method of controlling multi-user access to functionality of consumer 
devices comprising the steps: 

providing a controller having a bio-metric user-identification input 

25 component; 
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supplying bio-metric input of a first user into the input component; 

providing access to the functionality of consumer devices by use of the controller, 
said access being dependent upon the bio-metric input of the first user; 

supplying bio-metric input of a second user into the input component, said bio- 
metric input of the second user being supplied after said bio-metric input of the first user is 
supplied; and 

providing access to the functionality of consumer devices by use of the controller, 
said access being dependent upon the bio-metric input of the second user. 

10. The method as in claim 9, wherein the bio-metric user-identification input 
component is a fingerprint pad. 

1 1 . The method as in claim 10, wherein the controller is a hand-held controller. 

12. The method as in claim 1 1, wherein the controller comprises a display area, 
and further comprising the step of displaying on the display area data representing 
available functions to be executed. 

13. The method as in claim 9, wherein the bio-metric user-identification input 
component is a microphone. 

14. The method as in claim 13, wherein the controller is a hand-held controller. 

15. The method as in claim 14, wherein the controller comprises a display area, 
and further comprising the step of displaying on the display area data representing 
available functions to be executed. 

1 6. The method as in claim 9, wherein one of the consumer devices is a 
television. 

1 7. The method as in claim 9, wherein the controller comprises a display area, 
and further comprising the steps of: 
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identifying a first system state of the controller associated with the first 
user, said first system state being determined based upon a previous use of the controller 
by the first user; 

identifying a second system state of the controller associated with the 

5 second user; 

displaying on the display area, in response to the bio-metric input of the first 
user, data representing the first system state; and 

displaying on the display area, in response to the bio-metric input of the 
second user, data representing the second system state. 

10 18. The method as in claim 17, further comprising the step of said second 

system state being determined based upon a previous use of the controller by the second 
user. 

19. The method as in claim 1 7, further comprising the steps of: 

identifying a third system state of the controller associated with a group of which 
1 5 the first user is a member; 

displaying on the display area, in response to the bio-metric input of the first user, 
data representing the third system state. 



20. A controller for controlling access to consumer devices comprising: 

20 a bio-metric input component; 

a graphical display; 

hardware capable of sending IR commands; 
a memory; and 

a plurality of physical actuating buttons. 

25 21. The controller as in claim 20, wherein the bio-metric input component is a 

fingerprint pad, and the bio-metric input comprises a fingerprint pattern. 

22. The controller as in claim 20, wherein the bio-metric input component is a 

microphone, and the bio-metric input comprises voice data. 
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23. The controller as in claim 20 wherein the controller is a hand-held 
controller. 



24. A method of controlling multi-user access to functionality of consumer 
5 devices comprising the steps: 

providing a first user access to a first set of functionality of consumer 
devices by use of a controller, said access being dependent upon an identity of the first user 
determined by the controller based upon input to the controller from the first user, said 
controller being in a first state associated with said identity; and 

10 said controller switching to a second state after being in the first state, said 

switch to the second state occurring at a time dependent upon at least the identity of the 
first user. 

25. The method as in claim 24 wherein the second state is associated with a 
second set of functionality. 

15 26 * The method as in claim 24, wherein the second state is associated with an 

identity of a second user. 
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